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Abstract: In ubiquitous operating systems for human-machine-object integrated scenarios, the stability and security
of the kernel form the foundation for supporting diversified applications and heterogeneous resource integration. As one of
the most representative operating system kernels today, the Linux kernel is prone to defects due to its large scale and com-
plex logic. Running at the highest privilege level, any exploited vulnerability could seriously threaten system security and
application reliability in ubiquitous computing environments. Fuzzing, as the most mainstream method for discovering ker-
nel vulnerabilities, typically uses sequences of system calls as test case inputs. These test cases can be randomly generated
or derived by mutating existing sequences. However, random combinations not only easily lead to state space explosion but
also result in low testing efficiency and limited vulnerability discovery capability. Although existing studies have attempted
to improve the effectiveness of test cases, issues remain in system call dependency analysis, including incomplete informa-
tion, coarse granularity, low utilization, and high overhead, which in turn limit the effectiveness of fuzzing. To enhance the

effectiveness of kernel fuzzing, this paper introduces a testing framework that fuses dependency inference with weight opti-
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mization. The core idea of this approach is to conduct static analysis on the Linux kernel source code to identify the resourc-
es accessed by each system call and characterize their access patterns. Based on this information, potential dependency rela-
tionships among system calls are inferred, and a corresponding dependency graph is constructed. The fuzzing process is
then guided by this graph to generate more effective test cases. In addition, feedback collected during runtime is used to con-
tinuously update the weights of the graph’s edges, enabling the dependency graph to increasingly reflect accurate call rela-
tionships and thereby further improving the overall fuzzing performance. Based on this method, a prototype tool named SD-
KernelFuzzing was implemented, and experiments were conducted on four different versions of the Linux kernel. Com-
pared with Moonshine, the proposed approach can generate system-call dependency information that is both more compre-
hensive and richer in content, while incurring only minimal additional overhead, thereby enabling the construction of a
more complete dependency graph. In addition, relative to Syzkaller and other state-of-the-art techniques, our method demon-
strates significant advantages in both code coverage and bug-finding capability. Under identical experimental conditions,
the average code coverage achieved by our method exceeds the best baseline by 7.69%, and the average number of detected
bugs increases by 15.77%. Ablation experiment results show that different construction strategies of system call dependence
graph have a significant impact on fuzzing performance.
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Figure 1  State diagram of kernel working mode
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Figure 2 Kernel fuzzing framework fusing dependency inference and

weight optimization
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1 /* Linux-5.8, kernel/sched/completion.c*/

2 static inline long  sched do wait for common(struct completion *x,
long (*action)(long), long timeout, int state) {

3

4 timeout = action(timeout);

5. '

6}

7 static inline long  sched  wait for common(struct completion *x,

long (*action)(long), long timeout, int state) {
8

9 timeout=do wait for common(x, action, timeout, state);

10 ...
11}
12 static long _ sched wait for common(struct completion *x,

long timeout, int state) {
13 return _ wait_for_common(x, schedule timeout, timeout, state);
14}
15 static long _ sched wait for common io(struct completion *x,

long timeout, int state) {
16 return wait for common(x, io schedule timeout, timeout,state);
17}

K4 g b B

Figure 4 Example code snippet
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Table 1  Function pointers identify and correspond to a set of constraints

collected from the analysis of the code snippet of figure 4
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1. 2 SCW Ry as 1 worklist

2. W« Map.keys()

3. WHILE W # ¢ DO

4. MwWrpss—1 fp

5. FOR fin Maplfp] DO

6 IF £ HAARY R4 THEN

7. continue

8 ELSE
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13. END IF

14. END FOR
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17. ENDIF

18. END WHILE
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Table 2 CalleeInfoSet information obtained by analyzing the code frag-

ment in figure 4
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Caller
Type Identifier
do_wait_for_common Indirect Call do_wait_for_common@1
Direct Call raw_spin_lock_irq
__wait_for_common Direct Call do_wait_for_common
Direct Call raw_spin_unlock_irq
wait_for_common Direct Call __wait_for_common
wait_for_common_io Direct Call __wait_for_common
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Table 3 Qualitative comparison between lightweight function pointer analysis methods and traditional methods
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Table 4  Function-level resource usage results of the code fragment in

figure 4
Kernel Resource
Function R or
Type Identifier
w
do_wait_for_common|Structure.Field|  struct completion.done R/W
Structure.Field| struct R

__wait_for_common completion.wait
Structure.Field|struct swait_queue_head.lock| R

Global
Global

wait_for_common schedule_timeout R

wait_for_common_io io_schedule_timeout R
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2. FOR H4~ R 458 syseDecls DO

3. AEVERTRII A sy

4. FOR HpXI 45 5 (a,b)eVxV DO

5. TEE TN AG<a,b> 58 o(<a,b>)—0

6. END FOR

(/e SRR B EZE BT —meemev

8. % X Map:type—(retSet,paramSet)

9. FOR HA~ RS 1H H syseDesc DO

10. ¥ sys (R [FIZE B Mapltype].retSet
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12. END FOR
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Figure 8 Statistical plot of space overhead for dependency graph con-

struction
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Table 6 Comparison of static analysis results

- x86_64_defconfig Moonshine SDKernelFuzzing
2 . .

&N N e | H% . i He/%

Jiik:i FHHAGE | HE A

v5.15 449 201 152 18043 | 8.97 165588 | 82.32

v6.1 451 202 950 19223 | 9.47 163 868 | 80.74

v6.6 454 205 662 20008 | 9.73 168342 | 81.85

v6.12 463 213 906 19881 | 9.29 172119 | 80.46

ThRTEARAE . 4 58 0 A WY ground truth AN K,
A e, T ELXE DGR TE— B0k 5 HEafPE . R, A8 S
K FH T WA I R A S PP AL FE b L DAL 3
e Jofr ) A 2R 0 R AR 15 J2L 1 A 381k

S5 R R W AR B A gl N A RS |, SDKernel -
Fuzzing BE 9% 70 A1 ) 09 4K 0 4 B fn o b W 35 A T
Moonshine . SDKernelFuzzing 43 #F H3 1) 4 86t 41 %% 5 kb
-3 tb Moonshine {5 1 71.98% . X Fh 22 5 225 F #
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Table 7 Example of dependency information in the system call depen-

dency graph

Moonshine SDKernelFuzzing

{"acct’: set(["acceptd’, {"clock_adjtime": {

"fadvise64_64',

"adjtimex": 81,

"memfd_create’, "clock_adjtime": 0,

"'mmap_pgoff’, "clock_getres": 203,
"mq_open’, "clock_nanosleep": 215,
"open’, "clock_settime": 70,

} }
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Figure 9 Comparison of KCOV coverage number between SDKernel-

Fuzzing and related tool
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Figure 10 SDKernelFuzzing’s distribution of subsystems whose KCOV

coverage number grows on average

WMEKWARTFREN AN 7JUFED AT XK
MR, KCOV A wm o WE K, Hrb, (g
TR (net) B KCOV B 35 8 22, 197 3913 HiK
JEIREN T 2G5 (drivers, 6 221) LA K U R 55 (fs,3 648) .
X — g5 R SDKernel Fuzzing 8 0% A3 25 5K sl 5 ki )
AR AC B A TR BB TE 22 0 QAR RS IX
B, AN 277 A2 R 2 s AL Y 2 55 15, AT i — 2P
G E 1 RS P13 2l 12 5K e 1) A Rk

KT crash BB H , WA 11 ol LI R, 5
Syzkaller FH AL AH O T B AH H SDKernelFuzzing 1 1E 4
A Linux WA RA B34 KT B 2 (1) crash, H 78
v5.15 Fl1v6.12 |, SDKernelFuzzing [ crash % B H: 2
b 2E 30 F AT 1Y Baseline 11575 249 20% .,

XG5 A SCHE L A Rl A RS HE T 5 A
ALY Linux PIAZ AR SRATL ) 0 25 46 7 RO I3k
FPIA T 2505 5 T T 47 41 e

30
25
20

Ex)
515
II | I “

v5.15 v6 1 v6.6 v6 12
m Syzkaller 16 15 17
® Moonshine 10 19 16 21
m SyzGen++ 3 5 4 5
KernelGPT 10 18 18 20
® SDKernelFuzzing 12 20 21 25

vs Syzkaller
vs J Al Baseline

33.33%
20.00%

25.00%
5.26%

40.00%
18.75%

47.06%
19.05%

K11 SDKernelFuzzing 56 T H crash B0 L &
Figure 11~ Comparison of crash numbers between SDKernelFuzzing and

related tools
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Table 8 New bugs detected by SDKernelFuzzing
e g S 1 R AR
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Bounds Read

drivers/tty/vt/vt.c ves_ser_readw

drivers/video/console/
vgacon_scroll
vgacon.c

Use-After-Free n_tty_receive_buf_
drivers/tty/n_tty.c

common

fs/ext4/namei.c ext4_empty_dir

General Protection
fs/quota/dquot.c dquot_add_space
Fault

mm/kasan/quarantine.c qlist_free_all

Paging Request

fs/quota/dquot.c dquot_add_inodes

Error

lib/stackdepot.c stack_depot_save
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